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INTRODUCTION

A business that depends on techni-
cal and commercial trade secrets has a
limited armory of legal weapons to
protect them when a key employee
leaves to work for a direct competitor,
Important provisions in an employ-
ment agreement directed to this situa-
tion are a covenant not to compete,
binding the employee not to work for a
competitor for a limited period, and a
confidentiality clause requiring the
employee not to divulge or use trade
secrets of his former employee. As a
matter of public policy, a number of
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Imagine that your client calls
you one day ond tells you that
there is a web site that he finds
objectionable, and he wants you to
find a way to shut the site down
quickly but preferably without the
expense of a lawsuit. Maybe the
site infringes your client’s trade-
marks or copyrights, or libels your
client, or violates his privacy. If you
can identify the web site owner you
can send a cease-and-desist notice.
But what if you can't identify the
web site owner, or the owner refus-
es to change the site? Can you pres-
sure the web site host into taking
down the troublesome site without
risking ending up on the wrong
side of a judgment yourself?

The answer will depend on the
cause of action you are asserting.
For some causes of action such as
copyright and trademark infringe-
ment, the otherwise innocent web
site host can indeed be held liable
after the host has been put on
notice, and you can legitimately
pressure the host. Additionally,
if you are asserfing copyright
infringement you will need to fol-
low specific procedures and timeta-
bles in the Digital Millenium
Copyright Act. For other causes of
action such as libel and other torts
based on state law, the onswer is
exactly the opposite: Congress has

given web site hosts and other
Internet service providers (ISPs)
absolute immunity from suit, and
you could end up paying the host’s
attorneys fees if you file an action
against the host.

With respect to ftrademark
infringement, at least one federal
court has held that a host can be
lioble if it knows that a site is
infringing a third party’s trade-
mark but fails to take steps to stop
the infringement. In Gucci America,
Inc. v. Hall & Associates', a web site
owner was selling goods that were
folsely labeled as being genuine
GUCCI® products. When Gucdi
America, Inc. sued both the seller
and the web site host, the host
moved to have itself dismissed
from the suit on the ground that it
could not be liable merely for host-
ing the offending site. The court
disagreed. It held that an otherwise
innocent web site host who has
been put on notice that a web site
incorporates trademark in-fringing
material can indeed be held liable
as a contributory infringer if it con-
tinues to host the infringing site
either with knowledge of the
infringement or with reckless disre-
gard as to whether the material
infringed the trademark OWner's
rights.

Trademark infringement is
therefore fertile ground for convinc-
ing a web site host to take down an
offending site. Internet auction
house eBay, which performs a serv-
ice somewhat analogous to that of
a web site host, has established
procedures for trademark owners o
register with eBay and notify eBay
when an auction contains infring-
ing material. EBay typically responds
by expeditiously removing the
infringing auction. Trademark
infringement need not even be vis-
ible on a web site, as courts have
held that using trademarks of
another as HTML metatags can
constitute infringement.?

Defamation is the one cause of

action for which you definitely do
not want to sue a web site host or
other ISP. Fearing the specter of
innocent ISPs being chilled from
hosting legitimate news and dis-
cussion sites, Congress granted ISPs
broad immunity from tort-based
lawsuits in the Communications
Decency Act of 1996 (“CDA",
47 U.S.C. section 230. The CDA
embodies a policy choice by
Congress to leave speech as free as
possible on the Internet by preclud-
ing tort liability against persons
that serve merely as technical
intermediaries for other parties’
messages. Under the law, “MNo
provider or user of an interactive
computer service shall be treated as
the publisher or speaker of any
information provided by another
information content provider.”?
Immunity applies even if the ISP
exercises editorial or screening
functions over the material in ques-
fion4 At the same time, the low
encourages self-regulation and
screening by I1SPs by providing civil
immunity for ISPs who screen out
material that the ISP considers to
be objectionable.”

The CDA specifically exempts
intellectual property violations
from its immunity umbrella.® The
law therefore provides federal
immunity against state law tort
claims (but not intellectual proper-
ty claims such as patent, copyright,
and trademark claims) brought
against ISPs for merely hosting an
offending site. The CDA has been
successfully invoked by a number
of ISPs who were defamation defen-
dants. When someone posted
phony message on an AOL bulletin
board offering offensive T-shirts for
sale, and listed “Ken” as the person
selling the T-shirts along with his
home telephone number, the court
held that AOL was not liable to Ken
for failing to act quickly enough 1o
take down the phony and defama-
tory postings.” When AOL, which
paid Matt Drudge $3000 per
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month to publish his Drudge
Report, published a Drudge article
accusing Clintonn White House aide
Sydney Blumenthal of being a wife
beater, the court held that the CDA
immunized AOL against suit by
Blumenthal.® When two teachers at
San Francisco City College became
irate over negative reviews of them
that were posted by students on a
Teacher Review web site, and sued
the webmaster who merely operat-
ed the Teacher Review site but who
did not author any of the content,
the teachers were forced to dismiss
their suit under threat of sanctions.?
In a similar case in New Jersey, a
webmaster who hosted an unoffi-
cial site called “Eye On Emerson”
where people could anonymously
post news and comments regarding
events in the Borough of Emerson
was held immune under the CDA
when city council members sued
the webmaster and the anonymous
posters for defamation, harass-
ment, and intentional infliction of
emotional distress.’ On-line book-
seller Amazon.com was held to be
immune under the CDA when
reader reviews panned a book,
even though the author fried to do
a legal end-run around the CDA by
casting his lawsuit as a suit for neg-
ligence, tortious interference, and
breach of contract.’ Other cases
are similar.'?

These cases were more or less
straightforward applications of the
CDA to essentially defamation type
lawsuits. It is not clear from the
statute itself what other state tort
claims beside defamotion will be
precluded, but the courts have
applied the CDA to the benefit of
web site hosts and other ISPs in
several other contexts. When a
group of college athletes brought a
lawsuit for invasion of privacy
against a company that was selling
videotapes secretly made from hid-
den video cameras located in the
athletes’ locker rooms and against
the company that hosted the web
site on which the tapes were sold,
the court held that CDA immu-
nized the web site host.!® Jane Doe v.
American Online, Inc.'* was an
unusual case in which several
small boys were lured into having
their photographs token while

engaging in sexual activities.
When the mother of one of the
boys discovered that an AOCL chat
room was being used to sell the
photographs, although the chat
room was not itself being used to
transmit the photographs, she
complained to AOL. AOL did noth-
ing in response. The mother sued
AOL daiming that AOL negligent-
ly allowed its chat room fto be
used to sell child pornography.
Essentially, the mother was asking
the court to invent what would
hove amounted to the new tort of
negligent hosting. By a bare 4-3
majority, the Florida Supreme
Court held that the CDA’s immuni-
ty  against “distributor” liability
applied, and barred the mother’s
state law fort suit.

When a lawsuit is filed against
an ISP for hosting an allegedly
defamatory web site, not only does
the CDA provide immunity to the
innocent host but state anti-SLAPP
statutes might require the plaintiff
to pay the host's attorney fees.
Under the Californio anti-SLAPP
statute’® when o plointiff files o
lawsuit that “aris[es] from a per-
son’s act in furtherance of his rights
of petition or free speech...in con-
nection with a public issue,” the
defendant can bring a special
motion to strike'® colled a SLAPP
motion. In response, the plaintiff
must show that he is likely to pre-
vail on the merits of the suit. If the
plaintiff fails to show that he is
likely to prevail, then the lowsuit is
summoarily dismissed and the
plaintiff is ordered to pay the
defendants’ costs and attorney
fees.” The statute therefore gives
defendants a tool for quickly dis-
posing of meritless lawsuits with-
out having to endure protracted
and expensive litigation.

An “act in furtherance of a per-
son’s right of petition or free
speech” is defined in the statute to
include “any written or oral state-
ment or writing made in a place
open fo the public or a public
forum in connection with an issue
of public interest.”’® Because the
Internet is a “public forum,” state-
ments posted on the Internef are
eligible for protection under this
statute.’ In the Teacher Review

web site case mentioned earlier,
when the defendant web site oper-
ator filed a SLAPP motion the
plaintiff not only dismissed the
case but also agreed to pay part of
the defendant’s attorney fees.?0 In
another case, a company sued an
individual for posting certain mes-
sages highly critical of the compa-
ny on investor web sites, and the
individual recovered his attorney
fees when he made a successful
SLAPP motion to have part of the
lawsuit dismissed.?!

What if the cause of action you
wish to assert is trade libel under
section 43(a) of the Lanham Act?
As the plaintiff you would want to
characterize that action as an
“intellectual property” action for
which the host would not enjoy
immunity under the CDA. The ISP,
on the other hand, would want to
characterize that action as a libel
case for which the ISP should enjoy
full immunity under the CDA in
accordance with the deliberate pol-
icy choice made by Congress. The
issue has not yet been addressed by
the courts. However, the discussion
in Gucci America®? would seem fo
indicate that the answer would
depend on the exact nature of the
allegedly libelous speech. If it were
pure speech with a purely commu-
nicative message, such as an angry
message from a disgruntled cus-
tomer, then the speech would
receive full First Amendment pro-
tection and the case would not be
considered an intellectual property
matter. If, however, the speech were
commercial speech, such as, “Tests
prove that our batteries power a
toy bunny twice as long as their
batteries,” then the intellectual
property label would be more apt
and the speech would not enjoy
CDA immunity.

If the cause of action you are
asserting 1is copyright infringe-
ment, then you will need to care-
fully review the Digital Millennium
Copyright Act (DMCA), 17 US.C
section 512. The DMCA gives to
ISPs including web site hosts a
number of safe harbors for avoid-
ing monetary copyright liability if
the ISP follows the somewhat com-
plicated DMCA rules, timetables,

Continued on page 60
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and procedures, including certain
steps which the host must take
before the dispute arises. By impli-
cation, the DMCA gives aggrieved
copyright owners a tool to help
shut down infringing web sites
quickly without the web site host or
other ISP getting caught in the mid-
dle of a battle between the claimed
copyright owner and the alleged
infringer.

In order to even be eligible for
the DMCA safe harbor the ISP must
meet at least four prerequisites.
First, it must reasonably inform its
subscribers that it will terminate
repeat infringers.?* Second, the
service provider must have previ-
ously designated an agent to
receive notifications of claimed
copyright infringements.2* You can
view the Copyright Office’s list of
designated agents at http://www.
loc.gov/copyright/onlinesp/list/.
Third, the ISP must not have actual
knowledge that the material is
infringing? or be aware of facts or
circumstances from which the
infringing activity is apparent.2
Lastly, the service provider must
not receive a financial benefit
directly from the infringing activi-
ty.?” A direct financial benefit was
found in A&M Records, Inc. v.
Napster, Inc.?8, where the availabili-
ty of the infringing material was a
significant draw to the defendant’s
web site.

Under the DMCA, an aggrieved
copyright owner begins the DMCA
notice-and-take-down process by
sending to the service provider’s
designated agent a notification
that substantially complies with
the following requirements: (1) an
authorized electronic or physical
signature; (2) identification of the
copyrighted work in question; (3)
identification of the material that
is claimed to be infringing, and
information reasonably sufficient
to permit the service provider to
locate the material; (4) the address,
telephone number, and email

address of the complaining party;
(5) a statement by the complaining
party that he/she has a good faith
belief that the disputed use is not
authorized by the copyright owner,
its agent, or the law; and (6) a
statement by the complaining
party that the information in the
notice is accurate, and under
penalty of perjury, that the com-
plaining party is authorized to act
on the copyright owner's or
licensee’s behalf.? The copyright
owner must only substantially
comply®*® with the notice require-
ments, not perfectly. If the notice
substantially complies with only
certain ones of those requirements,
then the ISP must promptly
attempt to contact the notifier in
order to obtain the rest of the infor-
mation.3!

Upon receiving the notice from
the copyright owner, or upon oth-
erwise learning that the material
in question infringes the copyrights
of another, the service provider
must act “expeditiously” to remove
or disable access to the material,3?
and must notify the site owner.
The web site owner can then send a
counter-notification to the ISP ask-
ing that the content be reinstated.
The counter-notification must con-
tain certain information specified
in the statute and must follow cer-
tain timetables similar to those in
the notice-and-takedown proce-
dures. If the ISP takes these steps in
good faith it will enjoy immunity
from suit by either the copyright
holder or the disgruntled web site
owner.

In sum, you can indeed legiti-
mately pressure a web site host to
take down a site if it violates intel-
lectual property laws. On the other
hand, if the right that you are
asserting derives from state tort
law, or is closely akin to a state tort,
then tread very carefully in view of
the CDA and state anti-SLAPP
laws.
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